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9 – 11 SEPTEMBER 2014                             Knowledge Worker Development Centre, Cyberjaya.                                  9:00AM – 5:00PM 

Course Objective 

Benefit of Attending this Course 
 
 

•Determining the feasibility of a particular set of attack 
vectors. 
•Identifying higher-risk vulnerabilities that result from a 
combination of lower-risk vulnerabilities exploited in a 
particular sequence. 
•Identifying vulnerabilities that may be difficult or impossible 
to detect with automated network or application vulnerability 
scanning software. 
•Assessing the magnitude of potential business and 
operational impacts of successful attacks. 
•Testing the ability of network defenders to successfully 
detect and respond to the attacks. 

Course Content 
 

Module 1:  
   
Module 2:   
  
Module 3:  
   
Module 4:  
   
Module 5:  
   
Module 6: 
    
Module 7:  
   
Module 8:   
  
Module 9:   
  

Introduction to Penetration Testing   
 
Information Intelligence Techniques   
 
Scanning with Nmap  
 
Vulnerability Scanning 
 
Exploitation  
 
Social Engineering Toolkit  
 
Sniffing and Cracking Techniques  
 
Web Exploitation  
 
Wireless Hacking  

NOTE:  Detailed course outline will be emailed upon request. 
 
Methodology Target Audience 

Penetration Testing Consultant, Security Analyst/Consultant, 
Security Architect, Chief Information Security Officer, Security 
Auditor, IT Manager, Network administrators, Firewall 
Administrators, System Administrators and Risk Assessment 
professionals. 
 

Highly interactive program with 80% lab / hands-on and 20% 
theory. 

Investment 
 

 
Early Bird:          RM 1,840.00 per pax (Before 11 August 2014)      
Standard Rate:  RM 2,300.00 per pax  
 
 

 Group Discount of 5% for two participants from the same 
organization. 

 Group Discount of 10% for three or more participants from the 
same organization. 

 Fees include all Training Materials, Certificates, Lunch  and Tea 
breaks 

 
  

 

To register for this training, kindly contact our consultant below : 
 
Mimi Madzhi: 011 1187 8714 

Mimi.madzhi@mantaraytechnology.com 
 
Zahari Othman: 018 911 2325 

Zahari.othman@mantaraytechnology.com 
 
For further info on our trainings, service and products. Please visit our 

website at www.mantaraytechnology.com 

 

Need a customize scope? Unable to address concerns on a normal public class? Need to be within office compound? Preferred an In-house training? 

 

With a fascinating discount rate and a minimum of 6 pax, we can deliver the training right at your workplace. Keep in touch with our consultant for 
further details. 
 

     This event is organized and brought to you by: 
 

 
 

(Co Reg No. 002020904-V) 

To be able to performed Penetration Testing on a regular 
basis to ensure more consistent IT and network security 
management by revealing how newly discovered threats or 
emerging vulnerabilities may potentially be assailed by 
attackers. 
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